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1
METHOD AND APPARATUS FOR
SELF-ORGANIZING NODE GROUPS ON A
NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to computer networking, and more
particularly to the self-organization of groups of nodes on a
network.

2. Description of the Related Art

Computer networks may be described as collections of two
or more nodes that are interconnected through wired or wire-
less network interfaces so that each node can communicate,
either directly or indirectly, with at least one other node on the
network. A node may be any device that has the hardware and
software necessary to connect to the network through wired
or wireless network interfaces, and to communicate with
other nodes on the network. A node may also be a software
entity such as an application or service that resides ona device
that is configured to connect to the network. An example of
such a software entity is a server. Note that a device may host
one or more software entities that each may be configured as
anode on the network. For example, one device may host two
servers that are each distinct nodes on the network.

Collections of two or more nodes may be grouped together
for many applications in computer networks. Examples of
such applications include, but are not limited to, application
server clusters and grid computing systems. In many such
applications, one, or sometimes more, of the nodes may be
designated to serve as a central point for management of the
nodes in the group. A node designated to serve as a central
point of management may be referred to herein as a master
node. The nodes in the group that are not master nodes may be
referred to herein as “slave” nodes. Conventionally, a system
administrator has to manually configure the collection of
nodes to function together as a group. The system adminis-
trator also manually designates and/or configures one or more
of'the nodes to be the master node(s) for the group. If, during
operation, the master node goes down or becomes unavailable
orunable to fulfill its function as master node for the group for
any reason, the group may be unable to perform its function
unless and until the system administrator gets the master node
back online or manually configures and designates another
node to take over the role of master node.

Peer-to-Peer Networking

The term peer-to-peer networking or computing (often
referred to as P2P) may be applied to a wide range of tech-
nologies that greatly increase the utilization of information,
bandwidth, and computing resources in the Internet. Fre-
quently, these P2P technologies adopt a network-based com-
puting style that neither excludes nor inherently depends on
centralized control points. In addition to improving the per-
formance of information discovery, content delivery, and
information processing, such a style also can enhance the
overall reliability and fault-tolerance of computing systems.

FIGS. 1A and 1B are examples illustrating the peer-to-peer
model. FIG. 1A shows two peer devices 104A and 104B that
are currently connected. Either of the two peer devices 104
may serve as a client of or a serverto the other device. FIG. 1B
shows several peer devices 104 connected over the network
106 in a peer group. In the peer group, any of the peer devices
104 may serve as a client of or a server to any of the other
devices.

20

25

30

35

40

45

50

55

60

65

2

JXTA

Sun Microsystems’ JXTA™ is an exemplary peer-to-peer
platform. Peer-to-peer platforms such as JXTA may provide
protocols for building networking applications that thrive in
dynamic environments. JXTA technology is a set of open
protocols that allow any connected device on the network
ranging from cell phones and wireless PDAs to PCs and
servers to communicate and collaborate in a peer-to-peer
(P2P) manner. JXTA peers create a virtual network where any
peer can interact with other peers and resources directly even
when some of the peers and resources are behind firewalls and
NATs or are on different network transports. In JXTA, every
peer is identified by an ID, unique over time and space. Peer
groups are user-defined collections of entities (peers) that
may share a common interest. Peer groups are also identified
by unique IDs. Peers may belong to multiple peer groups,
discover other entities and peer resources (e.g. peers, peer
groups, services, content, etc.) dynamically, and publish
themselves and resources so that other peers can discover
them.

SUMMARY

Embodiments of a method and apparatus for the self-orga-
nization of nodes into groups in network computing environ-
ments are described. Embodiments of a node group self-
organization mechanism, which may be referred to herein as
a master node mechanism, may provide the ability to deploy
multiple services or nodes on or as a network, and to allow the
nodes or services to automatically organize into groups
including master node(s) and slave node(s) without human
intervention. In embodiments, two or more nodes may be
connected to a network or interconnected to form a network,
and the installed nodes may then self-organize to form an
autonomous network, or group, on the network to provide or
perform some function, service, or application on the net-
work. The nodes in the group may elect or determine one of
the installed nodes to serve as a master node for the group. If
the master node later becomes unavailable or unable to per-
form its function as master node, the other nodes may detect
the loss of the master node and determine or elect a different
node to take over in the role of master node for the group.

Embodiments may provide a mechanism for master node
discovery. In one embodiment, through predefined virtual
endpoints, a node may broadcast a query looking for a master
node on the network, or within a group of nodes on the
network. If a master node is discovered, the querying node
may cache information about the master node for future use.
Embodiments may also provide amechanism for master node
self-election. If a query for a master node produces no
responses, for example within a specified period, the query-
ing node may assume master node responsibilities; in other
words, the node may designate itself as the master node for
the group of nodes within the scope of which the query was
broadcast. The node may then broadcast its presence on the
network or within the group as the master node.

Embodiments may also provide a mechanism for overcom-
ing collisions. Two or more nodes within a group of nodes
may self-elect as master nodes. In one embodiment, each
self-elected master node may wait for a specified period for
any broadcast from other possible self-elected master nodes.
If a broadcast from another master node or master nodes is
received, the self-elected master nodes may enter a negotia-
tion to determine which node will be the master node for the
group. The node that is selected to be the master node may
then broadcast a message indicating that it is the master node
for the group.
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Embodiments of the master node mechanism may also
provide a mechanism for recovering from the failure of a
master node within a group of nodes. If the master node for a
group of nodes becomes unavailable, one or more of the other
nodes within the group may detect the absence of the master
node. Upon detecting failure of the master node, the nodes in
the group may go through a similar process as that described
above (self-election and negotiation to resolve collisions, if
any) to determine a new master node for the group.

Some embodiments may use a peer-to-peer platform, such
as the JXTA peer-to-peer platform, as an underlying platform
for self-organizing groups of nodes and self-election of mas-
ter nodes for the node groups. In an embodiment using JXTA,
JXTA peer groups and protocols allow the scope of the master
node mechanism to span subnetworks and networks.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A illustrates a prior art example of two devices that
are currently connected as peers.

FIG. 1B illustrates a prior art example of several peer
devices connected over the network in a peer group.

FIGS. 2A and 2B illustrate an exemplary collection of
nodes self-organizing into a node group according to one
embodiment.

FIGS. 3A through 3G illustrate an exemplary collection of
nodes implementing a master node mechanism according to
one embodiment.

FIGS. 4A and 4B illustrate a mechanism for recovering
from the failure of a master node within an exemplary group
of nodes according to one embodiment.

FIGS. 5A through 5C illustrate installing a collection of
nodes on a network and the nodes self-organizing into a group
for performing some function on the network according to
one embodiment.

FIG. 6 illustrates a node hosting a master node mechanism
according to one embodiment.

FIG. 7 is a flowchart illustrating a method for the self-
organization of a collection of nodes into a group and the
self-election of a master node for the group according to one
embodiment.

FIG. 8 is a flowchart illustrating a method for a self-orga-
nized group of nodes to self-elect a new master node for the
group if the master node goes down according to one embodi-
ment.

FIG. 9 illustrates a peer-to-peer platform implementation
where a peer group serves as the scope for self-organization
of'node groups and self-election of master nodes according to
one embodiment.

While the invention is described herein by way of example
for several embodiments and illustrative drawings, those
skilled in the art will recognize that the invention is not
limited to the embodiments or drawings described. It should
be understood, that the drawings and detailed description
thereto are not intended to limit the invention to the particular
form disclosed, but on the contrary, the intention is to cover all
modifications, equivalents and alternatives falling within the
spirit and scope of the present invention as defined by the
appended claims. The headings used herein are for organiza-
tional purposes only and are not meant to be used to limit the
scope ofthe description or the claims. As used throughout this
application, the word “may” is used in a permissive sense
(i.e., meaning having the potential to), rather than the man-
datory sense (i.e., meaning must). Similarly, the words
“include”, “including”, and “includes” mean including, but
not limited to.
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4
DETAILED DESCRIPTION OF EMBODIMENTS

Embodiments of a method and apparatus for the self-orga-
nization of nodes into groups in network computing environ-
ments are described. Embodiments may provide a framework
to deploy multiple services or nodes on (or as) a network, and
to allow the nodes or services to automatically organize into
autonomous networks or groups including master node(s) or
services and slave node(s) or services, without human inter-
vention. Embodiments may enable groups, or autonomous
networks, of nodes or services to scale, collaborate, and to be
highly available. Embodiments may lower the customer’s
total cost of ownership by reducing or eliminating the need to
maintain an IT infrastructure to maintain, configure and
deploy groups of nodes or services. Nodes and services may
collectively be referred to as “nodes™ for simplicity in this
document.

Embodiments may enable autonomous, self-organizing
networks or groups of nodes including a master node that may
provide or control one or more functions within the group
including, but not limited to, aggregation points, failover,
load balancing, and data replication. Using embodiments,
two or more nodes may be connected to a network or inter-
connected to form a network, and the installed nodes may
then self-organize to form an autonomous network, subnet-
work, group or subgroup (which may collectively be referred
to herein as simply a “group” or “node group”) on the network
to perform a function, service, or application on the network.
The nodes may elect or determine one of the installed nodes
to serve as a master node for the group. If the master node later
becomes unavailable or unable to perform its function as
master node, the other nodes may detect the loss of the master
node and determine or elect a different node to take over the
role of master node for the group.

Embodiments of a node group self-organization mecha-
nism, which may be referred to herein as a master node
mechanism, may provide a mechanism for master node dis-
covery. In one embodiment, through predefined virtual end-
points, a node may broadcast a query looking for a master
node on the network, or within a group of nodes on the
network. If a master node is discovered, the querying node
may cache information about the master node for future use.
Embodiments may also provide amechanism for master node
self-election. If a query for a master node produces no
responses, for example within a specified period, the query-
ing node may assume master node responsibilities; in other
words, the node may designate itself as the master node for
the group of nodes within the scope of which the query was
broadcast. The node may then broadcast its presence on the
network or within the group as the master node.

Embodiments of the master node mechanism may also
provide a mechanism for overcoming collisions. It is possible
that two or more nodes within a group of nodes may self-elect
as master nodes. In one embodiment, each self-elected master
node may wait for a specified period for any broadcast from
other possible self-elected master nodes. If a broadcast from
another master node or master nodes is received, the self-
elected master nodes may enter a negotiation to determine
which node will be the master node for the group. In one
embodiment, the election process to determine which node
will be the master node may be through a nodes order in a list
of'nodes. Other embodiments may use other mechanisms for
electing a master node from two or more self-designated
master nodes within a group. The node that is selected to be
the master node may then broadcast a message indicating that
it is the master node for the group.
























